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The first billion was reached in 2005. The second billion in -
2010. The third billion in 2014

Internet Users in the World
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http://www.internetlivestats.com/internet-users/
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2010 s cuopylh Jaie jlea 8.114

alladl 8 250 231 Jual (g 133 casipill Jind dgysuall duppall dyy0eall o
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2016 Al b ariis 5,883,822

(https://en.wikipedia.org/wiki/List_of countries by number of Intern
et _users)
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Internet Users in the World
Distribution by World Regions - 2015 Q2

M Asia 47.8%

_| Europe 18.5%
_lLat Am / Carib. 10.2%
B Horth America 9.6%

B Africa 9.6%

o Middle East 3.5%

_| Oceania / Australia 0.8%

Source: Internet World Stats - www.internetworldstats. comistats.htm
Basis: 3,270.490,534 Internet users an June 30, 20145
Copyright @ 2015, Miniwatts Marketing Group
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A S@nshot of a 3D model of thev ) Sne hich connects universities and laboratories in
the USA -

http://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/atlas/topology.html;




These striking images are 3D hyperbolic graphs of Internet topology. They are created using the
Walrus visualisation tool developed by Young Hyun at the Cooperative Association for Internet Data

Analysis (CAIDA) -
http://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/atlas/topology.html,




These striking images are 3D hyperbolic graphs of Internet topology. They are created using the
Walrus visualisation tool developed by Young Hyun at the Cooperative Association for Internet Data

Analysis (CAIDA) -
http://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/atlas/topology.htmis
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Device Device

Intermediate Intermediate
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Peer-to-peer protocol (7th layer)
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Physical communication
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To translate, encrypt, and
compress data

Application

Presentation

To allow access to network
resources

To provide reliable process-to-
process message delivery and
error recovery

Session

Transport

To establish, manage, and
terminate sessions

To organize bits into frames;
to provide hop-to-hop delivery

Network

Data link

To move packets from source
to destination; to provide
internetworking

Physical

To transmit bits over a medium;
to provide mechanical and
electrical specifications
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Applications

Application
Presentation | | SMTP FTP HTTP DNS SNMP | |TELNET| -

Session

Transport SCTP TCP UDP

ICMP || IGMP
Network P
RARP ARP
Data link
Protocols defined by
the underlying networks
Physical
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TCP/IP Layer

Tasks

Protocol Examples

Telnet, rlogin, FTP, SMTP,

Application Application specific SNMP. HTTP, etc.
End-to-end flow of data
Transport between application | TCP, UDP
processes
Internet Routing of packets between IP ICMP
hosts
Network Hardware interface ( PPP, Ethernet, IEEE 802.x,
Interface packet transfer be-tween ARP
Hardware network nodes)
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Transferring data using TCP

user data

A

appl.
header

user data

application data

—

y

TCP

header

application data

A

A 4

20...65536 bytes

Y.

y

eth IP TCP .. eth
header | header | header application data trailer
14 20 20 4
< Ethernet frame >

‘— Ethernet: 46...1500 bytes —>

Application

i

o

A 4

L]

Ethernet
Driver
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Network
Management

Network

Provis

ioning

Planning

Design

Network
Operations

Fault Management / Service Restoration

Configuration Management

Performance Management / Traffic Management

Security Management

Accounting Management

Reports Management

Inventory Management

Data Gathering & Analyses

Network
Maintenance

Fault Management

Trouble Ticket
Administration

Network Installation
Network Repairs
Facilities Installation
& Maintenance

Routine Network
Tests
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Management
Decision
New
Technology

Performance & Traffic Data

Configuration Data

TT Restoration

Engineering Group Operations Group

NOC

- Network Planning &
Design - Network Operations

| & M Group

-Network Installation &
Maintenance

——Faut TT————

Installation
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(Managed Device) i)l

Dperating System
YWersion 3.2

SMMP Softwmare

- Yersion 2.0
Ethernet Inte face

Yerson 5.4
Serdal Controller
/ Version 1.1
Contact Joe Blo Location: X .25 Software
123-4567 SanJose YWersion 1.0 B
3
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(Performance Management) &1} 34|

i@ Performance
|#f Console Window Help

=10l x|

0| @ | =le x|

|Action View Favorites 4 = |

M | B | 2

Tree| Favorites

(1 Console Root
oy System Monitor

=& Performance Logs and Alert

\*£4

100
80
60
40
20
10

Last 3.000 Average 16.154 Minimum | 2.000
Maximum 63.000 Duration | 1:40

Color | Scale | Counter

% Processor Time
% Disk Time
Page/sec

Bytes Received/sec

Olal 2> - CIOCESSOL  \\LUINLIL N

explorer --- Process  LONDON
0C:D: --- PhysicalDisk \LONDON
--- Memory  LONDON

Default FTP Site --- FTP Service \LONDON
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(management system (NMS)

Proactive -
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3 Win dee e

Windows Task Manager
File Options View Help

File Op

EJ Windows Task Manager
File Options View Help

=13l x|

Applice

Tas

.................................... =

Applications |Processes:

Performanced

| PID| cpu| cPU Time|

Image Name

System Idle Process 0
System 8
smss.exe 168
csrss.exe 196
winlogon.exe 220
services.exe 148
Isass .exe 160
svchost .exe 472
spoolsv .exe 492
mspaint .exe 624
msdtc .exe 704
inojobsv .exe 808
dfssvc .exe 824
svchost .exe 840
ismserv .exe 864
lissrv .exe 880
ntfrs.exe 928
regsvc.exe 968

96
00
00
00
00
00
00
00
00
00
02
00
00
00
00
00
00
00

4:52:37
0:00:27
0:00:00
0:00:20
0:00:09
0:00:14
0:00:32
0:00:00
0:00:00
0:00:04
0:00:00
0:07:46
0:00:00
0:00:00
0:00:00
0:00:01
0:00:09
0:00:00

I™ Show processes from all users

~CPU Usage

3%

~ CPU Usage History

Applications|ProcessesPerformance

W

~-MEM Usag:

~Memory Usage History

~ Totals ~ Physical Memory (K)
Handles 5932 Total 130612
Threads 381 Available 27740
Processes 30 System Cache 50704

~ Commit Charge (K) — | | Kernel Memory (K)

Total 101600 Total 22804
Limit 310892 Paged 15704
Peak 116896 Nonpaged 7100

| Processes: 30 | CPU Usage: 3% | Mem Usage: 101600K / 310892K 7

| Processes: 30

|CPU Usage: 6% |Mem Usage: 103452K / 310892K .+

| Processes: 30

| CPU Usage: 2% [Mem Usage: 103500K / 310892K
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I iy (secure network environment) 4l 4y Gla 8 Al ¢ jae 2eley —
A senae JS pediiiee (auadd jdiad o e s duad e dlad A0l jalias apdi e
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(Security monitoring) ceY) 4l
(Security event collection) (Yl daleiall Elaa¥) pan —
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managing entity

managed devices contain
data _ managed objects whose

£ data is gathered into a
Management Information
Base (MIB)

managing
entity

network
management
protocol
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network ) 4Suilly oSailly ddhel dgasall GVl (0 desena (e
(monitoring and control

(manager-agent) duec — e zisel Lo adiad @
cMBJﬂjMBJ\A)\,ﬂLﬁM\dﬂﬁ —
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(Network Management Systems) 4.l 3l ali

IS Sl e i (GUI) daesey deals 2030 3y s (B aalsyy o
53V dileial) aleal

AE) 3y)a) Aadai) (e ppand) aalgy
A kel —
HP OpenView, IBM NetView, Sun Net Manager, Cisco works and etc. -

Open source —
OpenNMS , Nagios and etc -
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Simple Network Management Protocol
(SNMP)
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(Fundamentals) il
(Organization Model) adaiill Jis e
(System & Services) claasll 4 HUall

(Information Model) <lsslaall Jisse
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(Fundamentals) clulad
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Loz &Y )31 JS 515 s SNMP US55

Internet ) cuy) syl A eds Wl ,SNMP JsS5is 0 Sh e
(management

SNMP US55y 8 5)2Y) <D 5o

Organization Model —
Information Model -

Communication Model -



SNMP US55y (8 5] cDnge o

Organization Model -
el g edleall A3l pealic Gu iRl 2asd e
(Hierarchical architecture) 4w s 4 &y e

Information Model —
ASN.1 syntax aaaiui e
SMI (Structure of Management Information -
MIB ( Management Information Base) -

Communication Model -
syntax ) Jasi e
SNMP over TCP/IP -
Je N el e Jleady) clead ) e
Security framework community-based model -



(Managed LAN) 3 gsla) LAN 45

NMS on subnet 192.168.252.1 manages the router and
the hubs on subnet 172.16.46.1 across the backbone

network
O

NMS
192.168.252.110

|
172.17.252.1 —— )

|
192.168.252.1
I

F?.r::uler 2

DO .. > B

.
Backbone Network >
_'_'_'_,_,_'—\_\_‘_\_\_\__'_'_,_,.,—"'ff’_'_

|
—

SAERI0S )
() —————172.16.46.1 ———— )
Hub 1 Hub 2
172.16.46.2 172.16.46.3

]!
-
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hub 1 (4 lale Jgandl & Al Clasleall @

hub 3 e Ll i s L u€ad lagleall o

Title: System Information: 172.16.46.2

Name or IP Address: 172.16.46.2

System Name:

System Description: 3Com LinkBuilder FMS, SW version:3.02
System Contact:

System Location:

System Obiject ID: .iso.org.dod.internet.private.enterprises.43.1.8.5
System Up Time: (2475380437) 286 days, 12:03:24.37

o7



Title: System Information: router1.gatech.edu

Name or |IP Address: 172.16.252.1

System Name: router1.gatech.edu

System Description: Cisco Internetwork Operating System Software
: 1OS (tm) 7000 Software (C7000-JS-M), Version
: 11.2(6),RELEASE SOFTWARE (ge1)
: Copyright (c) 1986-1997 by Cisco Systems, Inc.
: Compiled Tue 06-May-97 19:11 by kuong

System Contact:

System Location:

System Object ID:

iso.org.dod.internet.private.enterprises.cisco.ciscoProducts.cisco 7000

System Up Time: (315131795) 36 days, 11:21:57.95

58



hub interfaces 3 (1 Lile Jsasll 23 Al o sleall
hub 1 232544l interface ) ) 5ol Gl dadl)

MAC address 1l sa Link address

serial link 1l sa G

IP address: 172.16.46.2

Index | Interface | IP address Network Mask | Network Link Address
Address

1 3Com 172.16.46.2 2552552550 172.16 46.0 0x08004EQ7C25C

2 3Com 192.168.101.1 | 255.255.255.0 | 192.168.101.0 | <none>

59



Information acquired by NMS on the router interfaces
Index refers to the interface on the router
LEC is the LAN emulation card
Ethernet 2/0 interface refers to the interface card 2 and port 0 in

that card
Index | Interface IP address Network Mask | Network Link Address
Address
23 LEC.1.0 192.168.3.1 2552552550 |1 192.168.3.0 0x00000C3920B4
25 LEC.3.9 192.168.252.1 | 255.255.255.0 [ 192.168.252. | 0x00000C3920B4
5 0

13 Ethernet2/0 172.16..46 .1 2552552550 |172.16..46.0 0x00000C3820AC
16 Ethernet2/3 172.16.49.1 255.255.2550 |172.16.49.0 O0x00000C3920AF
17 Ethernet2/4 172.16.52.1 255.255.2550 |172.16.52.0 0x00000C3920B0
9 Ethernet1/2 172.16.55.1 255.255.2550 |172.16.55.0 0x00000C3920A6
2 Ethernet 0/1 172.16.56.1 255.255.2550 |172.16.56.0 0x00000C39209D
15 Ethernet2/2 172.16.57 .1 255.255.2550 |172.16.57.0 O0x00000C3920AE
8 Ethernet1/1 172.16.58.1 255.255.2550 |172.16.58.0 O0x00000C3920A5
14 Ethernet2/1 172.16.60.1 255.255.2550 | 172.16.60.0 0x00000C3920AD

60



Advanced Research Project Agency Network :1970 -

Internet control Message J«<sisy aeaty @l ARPANET o
Protocol (ICMP)

Internet Engineering Task Force (IETF) -
1990 SNMPv1 —
1995 SNMPv2 —
1998 SNMPv3 —

Cuayl & Glatie o
Request for Comments (RFC) —

IETF STD Internet Standard —
FYI For your information — 61
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NMS -5
W SNMP Manager
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agent agent
Managed Objects

(ObjeCtS) \.@_"\J\.J\ e.u u_d\ U"J‘;\j\ o Unmanaged Objects
< M\ uﬁ J.a.a\_i.c e ‘DL"‘; LS‘Q’
hubs, bridges, routers, etc.

A simplified hierarchical
(2-tier) setup
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(agents) sMac o Clinay 2ag

X X R " v 4>
N o ‘ . ‘ . ‘ \A o "
o= ‘5_\5 b (e ; = W SNMP Manager

L))
il osley (Managers) bl s S
O Ledleadl ) Gilasleall M:ie:ged Ot:jie;s
L@JJ_DA_\ eJ UAJ L@_\);J\;u “—’uﬁj"‘d‘ Unmanaged Obijects

g_\\..qum..\ dalaAll ub\:\,ﬂ\ 3ac 8 GA
(MIB) 3,)y!

A simplified hierarchical
(2-tier) setup
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SNMP Manager SNMP Manager

JSsign  aldiul 4 dualsiy
SNMP

Managed
agent
Object

A5 U8 e adiall 3K 5yl alas e

5 9l Ll las bl iy L

peay) el Sl 5 A
A pal it Jd e daiadll

Managed Objects

Managers may have restricted
access to managed objects
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- u—m t—ihm‘ R Jéj\-i ejﬁd ¢ SNMP Manager | | SNMP Manager
le Jyandly juadll

RMON (Remote Jany @
Jw2S 5 1S Monitoring)

RMON (RemOte Al e — Managed Objects {

3y Al pal 2 Y e il Monitorin
pu (_rd L.)f’;)‘: : u*" . . ! g) RMON Probe

Managers may have restricted

) e lilany) 5 il Jalsy — access to managed objects
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I Jisss Proxy server ) ag e
e Alidl non-SNMP data
<) non-SNMP objects

A

v

. wnl . . e ——
djsj-‘ﬁﬁ & 428) gia d“L"“Jﬁ Gl SNMP Manager |° Proxy Server
SNMP f

Managed
agent
Object

Managed Objects

unmanaged
Objects
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(System Overview) sl Jga dale

SNMP Manager SNMP Agent
SNMP Manager } of SNMP Agent
Application . . Application
a Application L 5 PP
7 S 5 9 Manages objects 21 S %l o
o 4} c 0} o o} »n
= ¢ 3| g o T @ z &
| % AR g el < el 2 &
-— “— - +— x
8 5 & 3 5§ 5 9 3
8 o 3 3
SNMP Manager < > SNMP agent
o SNMP messages o
UDP UDP
IP P
DLC DLC
PHY PHY

Network or
Internet
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Management Network Elements (NEs)
Station Host Router
Manager Agent Agent
SNMP Network SNMP SNMP
UDP Management UDP UDP

[P [P [P

DL SNMP DL DL

T~ = |
Network
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(SNMP Operation) SNMP JSgig 0 Jas 4l

Request PDU

Time >

Response PDU

PDU: Protocol Data Unit
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GetRequest, SetRequest, GetNextRequest, GetResponse, Trap —

Manager

Get, Set, GetNext, Trap —

calada c{j °

SNMP JsSsisd dibuy pued @

Get, Set, GetNext Request

Get Response

Trap

A

Agent(s)
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Manager

Get Request

Y

Get Response

Manager

<«

GetNext Request

Y

Agent

Get Response

Manager

A

Set Request

Y

Agent

Get Response

Manager

A

Trap Request

Agent

A

Agent
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Get Request
.agent 8525 5l MIB ) 8 Leay 5 2 2l ol 2y —

Get-Next Request
.agent i 235 5all MIB A (8 Leraiay 5 JUI (2 2l o amy —

Set Request
agent & 3352 5all MIB I & Ly 5 ajall 0 iy —

Trap Request
sl Asle el Ealaa¥l ey —
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Structure

of Management Information (SMI)
(RFC 1155, RFC 1212)

Managed Obiject
Scalar —
Aggregate or tabular object —

Management Information Base (RFC 1213)

76



Object

| |

Object Object
Type Instance
| |
| |
Name: :

Syntax: Encoding:

OBJECT ASN.1 BER

IDENTIFIER '

Object Type Object Instance
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IntServ

RSVP -

DiffServ
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RFC 1633 b s3ae

(real-time applications ) _fasll o3l clipds ye5 Ll caagy @
(QoS guarantees) daxall 33 Jsa Slilaay

D) a1 Aaasl 33 sal il and ¥ | i S50 Leasanat (5 5a LS e iyl sy —
best effort Iaw e Talaic) iyl

Per-flow QoS model -

flows J traffic A IntServ ~a —
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Standard protocol is the Resource reSerVation Protocol (RSVP) —
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Integrated Service Architecture (IntServ)

—/Handles each packet passing the system (involves)

IntSe hardware assist)
routg . Includes three main components
* an input driver, an Internet forwarder and an output driver
* The Input driver is an input queue
The Internet forwarder
« Forwards the packets based on their IP headers.
* Implements a classifier to classify incoming packets and
forward them following that to the adequate output driver

 The output driver is, in practice, a packet scheduler
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Integrated Service Architecture (IntServ)
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Integrated Service Architecture (IntServ)
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