NM tools And Systen '

Eng. Maha Jeha



NM Tools and Systems

Network Management Tools

Network Statistics Measurement Systems

Network Management Systems
System Management

Enterprise Management Systems

BY : ENG. Maha Jeha



1. Network Management Tools

y Network t NOC Tools
anagemen
Network Operatin
Functional Resources / Mechanism P g Acquisition
Environment
Components

Examples : Examples: Examples: Examples: Free

Alarm Bridge NMS DOS

Manager Ethernet Ping Windows NT Library

Security IP SNMP Sun

Traffic NFS X Unix Sourcelib

ftp://wuarchive.wustl.edu/doc/noctools/
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‘ Net

work Monitoring Tools

= SLAC, Stanford University

0 htt

b:/ /www.slac.stanford.edu/xorg/nmtf/nmtf-tools.html

= www.SNMPLink.org

0 htt

./ /www.snmplink.org/Tools.html

u SimpleWeb

0 htt

./ /www.simpleweb.org/software/
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Bit Error Rate Tester

BERT Modem Modem — BERT
A AWBMB

Loop Loop
Back Back

Physical layer monitoring tool

Important for WAN and Broadband access

Generates and detects bits

Bit error rate (BER) is calculated by comparing the transmitted
pattern with received pattern

BER can be measured for a modem or two modems and the link in
between
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‘ BERT in HFC / ILAN Environment
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Port
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Status Monitoring Tools

Table 12.5 Status Monitoring Tools

NAME | OPERATING DESCRIPTION
SYSTEM
Ifconfig UNIX Obtains and configures networking interface parameters
and status
ping UNIX Checks the status of node / host
Windows
nslookup | UNIX Looks up DNS for name-IP address translation
Windows NT
dig UNIX Queries DNS server
host UNIX Displays information on Internet hosts / domains
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ifconfig UNIX

« Used to assign/read an address to/of an interface
« Option -a is to display all interfaces
* Notice two interface loop-back (lo0) and Ethernet (Ie0)

[/home/teachers/ycchen]ifconfig -a

l00: flags=1000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4> mtu 8232 index 1
inet 127.0.0.1 netmask ff000000

le0: flags=1000843<UP,BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
inet 163.22.20.16 netmask ffffffO0 broadcast 163.22.20.255

ifconfig le0 down
ifconfig le0 163.22.20.16 netmask 255.255.255.0 broadcast 163.22.20.255
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Ping

* Most basic tool for internet management
 Based on ICMP ECHO REQUEST message
« Avallable on all TCP/IP stacks

« Useful for measuring
« Connectivity
« Packet loss rate

* Round trip time

« Can do auto-discovery of TCP/IP equipped stations
on single segment
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nslookup

* An interactive program for querying Internet
Domain Name System servers

 Converts a hostname into an IP address and
vice versa querying DNS

« Useful to identify the subnet a host or node
belongs to

 Lists contents of a domain, displaying DNS
record
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Traffic Monitoring Tools

Name Operating Description
System

ping UNIX Used for measuring roundtrip packet loss

Windows
bing UNIX Measures point-to-point bandwidth of a link
etherfind UNIX Inspects Ethernet packets
snoop UNIX Captures and inspects network packets
tcpdump UNIX Dumps traffic on a network
getethers | UNIX Acqguires all host addresses of an Ethernet LAN segment
iptrace UNIX Measures performance of gateways
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Packet Loss Measurement

netman: ping -s mit.edu

PING mit.edu: 56 data bytes

64 bytes from MIT.MIT.EDU (18.72.0.100): icmp_seq=0. time=42.
64 bytes from MIT.MIT.EDU (18.72.0.100): icmp_seq=1. time=41.
64 bytes from MIT.MIT.EDU (18.72.0.100): icmp_seq=2. time=41.
64 bytes from MIT.MIT.EDU (18.72.0.100): icmp_seq=3. time=40.
64 bytes from MIT.MIT.EDU (18.72.0.100): icmp_seq=4. time=40.

---—-mit.edu PING Statistics----

5 packets transmitted, 5 packets received, 0% packet loss
round-trip (ms) min/avg/max = 40/40/42
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ping

Usage:

ping

count
size

TTL
TOS
count
count

host-1ist
host-1list
timeout

[-a] [-n count]
[-r count]
[-w timeout] destination-1list

[-1 size] [-f] [-1 TTL]

[-s count] [[-] host-1list] |

[-v TOS]

[-k host-1ist]]

Ping the specified host until stopped.

To see statistics and continue -
type Control-Break;

To stop - type Control-C.

Resolve addresses to hostnames.
Number of echo requests to send.
Send buffer size.

Set Don't Fragment flag in packet.
Time To Live.

Type Of Service.

Record route for count hops.
Timestamp for count hops.

Loose source route along host-list.
Strict source route along host-list.

Timeout in milliseconds to wait for each reply.
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C:\>ping -n 10 -1 256 www.hinet.net
Pinging www.hinet.net [61.219.38.89] with 256 bytes of data:

Reply from 61.219.38.89: bytes=256 time=7ms TTL=242
Reply from 61.219.38.89: bytes=256 time=6bms TTL=242
Reply from 61.219.38.89: bytes=256 time=9ms TTL=242
Reply from 61.219.38.89: bytes=256 time=6bms TTL=242
Reply from 61.219.38.89: bytes=256 time=6bms TTL=242
Reply from 61.219.38.89: bytes=256 time=6bms TTL=242
Reply from 61.219.38.89: bytes=256 time=9ms TTL=242
Reply from 61.219.38.89: bytes=256 time=6bms TTL=242
Reply from 61.219.38.89: bytes=256 time=6bms TTL=242
Reply from 61.219.38.89: bytes=256 time=37ms TTL=242

Ping statistics for 61.219.38.89:

Packets: Sent = 10, Received = 10, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 6ms, Maximum = 37/ms, Average = 9ms
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@ (Dntitled) - Ethereal

File  Edit Wew Go Capture Analyze Statistics Help

= e EEHx®E8 Res»o7 s BE QA0 @ H
Eilter:licmp * Expression.. Clear Apply
Mo, . Time Source Destination Frotocol Info

ICMP chno (ping)

ARG A R A TR N A T (ping)

%
32 5.414496 10.10.15.157 61.219,35.89 ICMP Echo (ping)
33 8.423927 61.219. 35.89 10.10.15.157 ICMP Echo (ping)
35 9.414563 10.10.15.157 61.219.38.89 TICMP Echo (ping)

36 9.421590 61.219.38.89 10.10.15.157 ICMP Echo (ping)
60 10.414690 10.10.15.137 61.219,35.89 ICMP Echo (ping)
61 10.421593 61.219. 38.89 10.10.15.157 ICMP Echo (ping)

rep Iy
reqguest
rep ly
request
rep 1y
reqguest

rep 1y

[

£

® Frame 29 (298 bytes on wire, 298 bytes captured)

= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: O
Checksum: Oxb&dc [correct]
Identifier: 0x0300
Sequence number: 0Ox1201

® Ethernet II, Src: AsustekC_ba:ea:B8d (C0:13:d4:6a:ea:8d), Dst: 10.10.13
® Internet Protocol, Src: 10.10.13.137 ¢10.10.13.137), Dst: 61.219.38.89

254 (00:02:bazab:74:2h)
(h1.219.38.89)

£

|P: 216 D: 21 M: 0 Drops: 0

DXZ TN T A

[Data (data), 256 bytes

DI TEING I aa” jeiia



C:\>ping -n 2 -r 5 www.ncnu.edu.tw
Pinging www.ncnu.edu.tw [163.22.4.67] with 32 bytes of data:

Reply from 163.22.4.67: bytes=32 time=Z2ms TTL=126
Route: 10.10.1.248 ->
163.22.4.254 —>
163.22.4.67 —->
163.22.1.253 ->
10.10.13.254
Reply from 163.22.4.67: bytes=32 time=15ms TTL=126
Route: 10.10.1.248 ->
163.22.4.254 —>
163.22.4.67 ->
163.22.1.253 ->
10.10.13.254

Ping statistics for 163.22.4.67:

Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Z2ms, Maximum = 1bms, Average = 8ms
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bing

e Usedtoo
e Usesicm
* Knowing

bing 163.22.18.110 203.64.255.90

ing | o {2

etermine throughput of a link
0 _echo utility

packet size and delay, calculates bandwidth

* bing L1 and L2 and the difference yields the

Intermed

pandwidth of link L1-L2
Bandwidth of link L1-L2 could be higher than the

late links.

ftp://ftp.funet.fi/pub/networking/management/bing-1.0.4.tar.gz

http://spengler.econ.duke.edu/~ferizs/bing.txt
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SNOOP

« Puts a network interface in promiscuous mode
* Logs data on

* Protocol type

« Length

e Source address

« Destination address

* Reading of user data limited to superuser

BY : ENG. Maha Jeha



Network Routing Tools

Table 12.7 Route-Monitoring Tools

Name Operating System Description
netstat UNIX / Windows Displays the contents of various network-
related data structures
arp UNIX, Windows Displays and modifies the Internet-to-Ethernet
rarp 95/x/0O0ONT address translation tables
traceroute | UNIX Traces route to a destination with routing
tracert Windows delays
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netstat

C:\>netstat -n -a
Active Connections
Local Address

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
UDP
UDP
UDP
UDP
UDP

127.
163.

.0.0:
.31.153.68:1234
.31.153.68:1235

0.0:21
0.0:135
0.0:445
0.0:1234
0.0:1235
0:1236

31.153.68:1236

.0.0:135
.0.0:445
.0.0:38037

0.0.1:1230
31.153.68:500

Foreign

o O O O O
o oo o o

O O O O O

.0.
163.22

* s
*
* s
*

X o

o O O O O O

Address

o O O O O O

.3.4:80
163.22.4.67:80
163.22.4.67:80

*

*

*

*

*

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
SYN SENT
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NETSTAT [-a] [-b] [-e] [-n] [-0] [-p proto] [-r] [-S] [-V] [interval]

interval

Displays all connections and listening ports.

Displays Ethernet statistics. This may be combined with the -s
option.

Displays addresses and port numbers in numerical form.

Shows connections for the protocol specified by proto; proto
may be TCP or UDP. If used with the -s option to display
per-protocol statistics, proto may be TCP, UDP, or IP.

Displays the routing table.

Displays per-protocol statistics. By default, statistics are

shown for TCP, UDP and IP; the -p option may be used to specify
a subset of the defaulit.

Redisplays selected statistics, pausing interval seconds
between each display. Press CTRL+C to stop redisplaying
statistics. If omitted, netstat will print the current
configuration information once.
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C:\>netstat -s -p TCP

TCP Statistics for IPv4

Active Opens
Passive Opens

Failed Connection Attempts

Reset Connections

Current Connections

Segments Received
Segments Sent

Segments Retransmitted

Active Connections

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Local Address

94ASUS3705:1502
94ASUS3705:1976
94ASUS3705:1977
94ASUS3705:1980
94ASUS3705:1981
94ASUS3705:1982
94ASUS3705:1984
94ASUS3705:1985
94ASUS3705:1990
94ASUS3705:4558
94ASUS3705:4559

= 904
13
25
189

I
w

61946
53891
249

Foreign Address State
euler.im.ncnu.edu.tw:telnet ESTABLISHED
giant.ccserver.ncnu.edu.tw:epmap TIME_WAIT
giant.ccserver.ncnu.edu.tw:1025 TIME_WAIT
giant.ccserver.ncnu.edu.tw:1025 TIME_WAIT
giant.ccserver.ncnu.edu.tw:1025 TIME_WAIT
giant.ccserver.ncnu.edu.tw:ldap  TIME_WAIT
giant.ccserver.ncnu.edu.tw:ldap  TIME_WAIT
giant.ccserver.ncnu.edu.tw:microsoft-ds TIME_WAIT
giant.ccserver.ncnu.edu.tw:ldap  TIME_WAIT
localhost:4559 ESTABLISHED
localhgsti4o58.na jeha ESTABLISHED




C:\>netstat -b C:\> netstat -b -v

Active Connections

Proto Local Address Foreign Address State PID
TCP 94ASUS3705:1502 euler.im.ncnu.edu.tw:telnet ESTABLISHED 528
[telnet.exe]

TCP 94ASUS3705:2136 66.102.7.99:http ESTABLISHED 988
[firefox.exe]
TCP 94ASUS3705:2176 216.239.57.99:http ESTABLISHED 988
[firefox.exe]

TCP 94ASUS3705:2181 ip172.puliO4.ncnu.edu.tw:554 ESTABLISHED 3016
[wmplayer.exe]

TCP 94ASUS3705:4558 localhost:4559 ESTABLISHED 988
[firefox.exe]

TCP 94ASUS3705:4559 localhost:4558 ESTABLISHED 988
[firefox.exe]
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C:\>netstat -r .

Route Table

0 ¢ MS TCP Loopback interface
0x10003 ...00 12 fO 9c 1d 2e ...... Intel(R) PRO/Wireless 2200BG Network Connection
0x10004 ...00 13 d4 6aea &d ...... Realtek RTL8139 Family PCI Fast Ethernet NIC

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 10.10.13.254 10.10.13.137 20
10.10.13.0 255.255.255.0 10.10.13.137 10.10.13.137 20
10.10.13.137 255.255.255.255 127.0.0.1 127.0.0.1 20
10.255.255.255 255.255.255.255 10.10.13.137 10.10.13.137 20
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
224.0.0.0 240.0.0.0 10.10.13.137 10.10.13.137 20
255.255.255.255 255.255.255.255 10.10.13.137 10.10.13.137 1
255.255.255.255 255.255.255.255 10.10.13.137 10003 1

Default Gateway: 10.10.13.254

Persistent Routes:
None BY : ENG. Maha Jeha




traceroute/tracert

tracert www.hinet.net

Usage: tracert [-d] [-h maximum_hops] [-j host-list] [-w timeout]
target_name

Options:
-d Do not resolve addresses to hostnames.
-h maximum_hops Maximum number of hops to search for target.
-j host-list Loose source route along host-list.

-w timeout Wait timeout milliseconds for each reply.
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C:\>tracert www.yahoo.co.jp

Tracing route to www.yahoo.co.jp

over a maximum of 30 hops:

1 <1l ms
2 <1l ms
3 <1l ms
4 <1l ms
5 2 ms
6 6 ms
7 3 ms
8 4 ms
9 6 ms
10 6 ms
11 56 ms
12 59 ms
13 66 ms
14 62 ms
15 60 ms
1o 62 ms
17 60 ms
18 63 ms

Trace complete.

<1l

1
<1l
<1l

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

<1l
<1l
<1l
<1l

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

[203.216.2477.225]

gateway.pulil3-10-10.ncnu.edu.tw [10.10.13.254]
ip253.pulill.ncnu.edu.tw [163.22.1.253]
ipl05.pulil8-10-10.ncnu.edu.tw [10.10.18.105]
ipllO0.pulil8.ncnu.edu.tw [163.22.18.110]
ip098.puli255-64-203.ncnu.edu.tw [203.64.255.98]
140.128.251.38

10G-10GE-CHT-P1.TCC-NCHUE. twaren.net [211.79.60.145]
10G-POS-CHT-P1.HCC-TCC.twaren.net [211.79.59.161]
10G-POS-CHT-P1.TPC-HCC.twaren.net [211.79.59.154]
211.79.59.98

202.169.174.58

202.169.174.41

AS9607-2.ix.Jjpix.ad.jp [210.171.224.205]
ge-1-0-0.edge09.colo0l1.bbtower.ad.jp [211.14.3.200]
yahoo-7.demarc.coloOl.bbtower.ad.jp [211.14.30.1]
202.93.95.194

203.216.238.154

fo.top.vip.tnz.yahoo.co.jp [203.216.247.225]
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F ViznalEoute from winl0115 1ad dinet

Enter Host/URL: «-- 163.31.153 68 | | Snap. | *
Ho|#Lc|IF Address Mode Name Location ms Graph  |Metwork
1] 161 .58.180.113 [winlO115 iad dn.net Iulle=s, VA, U *35 Verio, Inc.
1 16158 176129 |- 0 Verio, Inc.
2 161 .58 156140 |- £ Yerio, Inc.
3 129 250_27.190 [ge-1-3-0_r00 _stngwvall us_bb [Sterling, W[|0 Yerio, Inc.
4 129 2502145  [p4-2-3_r02 mclrvall .oz _bh_welMclean, Wo, ([0 Yerio, Inc.
] 209_133_31.105 |above-verio-ocd . 1ad .above ne|Vienna, W&, ([0 Bhovenet Communications, Inc.
f 208_185.0.142 |cored-cored-ocdd _ iadl .above. [Vienna, WA, ([0 Bhovenet Communications, Inc.
7 208184 233 82 |lgal-iadl-ocl92-2 . 1zgal abowve|Mew York, N[0 Bhovenet Communications, Inc.
a 216 200_127 66 [zeal-lgal-ocdd zeal above nelBeattle, WaA|[[AE fhovenet Communications, Inc.
aq fd 125,31 .94 mainl -cored-ocdd . sead above |Beattle, Wo |62 Bhovenet Communications, Inc.
10 216_200_249 94 |ixnet-abhovenet paol .above ne(Palo Alto, of[147 Bhovenet Communications, Inc.
11(10 (210.70.55 .17 Internet-Talet .edu . tw 276 TAEMING JUWIOR COLLEGE EIF COMMERCE
1230 (20372 38120 |TAMNet-NCHUT edu. . tw 263 CHIAD TUWG MNIVERSITY
13(30 1140128 248 253 r=pd nchu _edu . tw 355 Ministry of Education Computer Center
14(20 1140123 254 13 |- 209 Miniztry of Education Computer Center
15(30 163 22 .49 22 - 328 Miniztry of Education Computer Center
16 (30 (1203 A4 255105 |1pl05 . pul1255-64-203 nonu . ec 365 Mational Chi MNan Mniversity
17|20 1203 a4 25597  |1p097 . puli255-64-203 nonu o ed 338 Mational Chi Nan Tniwversity
12|50 163 22 .1 252 1p252 pulill ncnuw _edu .ty 336 Miniztry of Education Computer Center
19020 163 22 20 1A www _im . ncn edu _ tw 21 Miniztry of Education Computer Center
m‘_ﬁilles
Talpel
q | http://www.visualroute.com/
sEd Applet TR ES
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Network Management Tools

- SNMP command tools
« MIB Walk
e MIB Browser

* snmpsniff
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SNMP Command Tools

e sSnmptest

e SNmpget

e sSnmpgetnext
e sSnmpset

e Snmptrap

 snmpwalk

* sSnmpnetstat
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Network Status

« Command: snmpnetstat host community

 Useful for finding status of network connections

% snmpnetstat noc5 public

Active Internet Connections
Proto Recv-Q Send -Q Local Address Foreign Address (state)

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

tcp

O OCOOCOOCOOOO0OO0O0O0O
O OO OCO0OO0COO0OOO0OO0OO0o

Iocalhost.46626
localhost.46626
localhost.46626
localhost.46626
localhost.3456
localhost.3712
localhost.3968
localhost.4224
noc5.41472
noc5.41472
noc5.4480

noc5.4736

Iocalhost.3456
localhost.3712
localhost.3968
localhost.4224
localhost.46626
localhost.46626
localhost.46626
localhost.46626
noc5.4480
noc5.4736
noc5.41472

noc5.41472
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CLOSED

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

ESTABLISHED



SNMP Browser

« Command: snmpwalk host community [variable
name]

e Uses Get Next Command
* Presents MIB Tree
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SNMP Snitt

snmpsniff -1 interface

« Atoolin Linux / FreeBSD environment

« Puts the interface in promiscuous mode and
captures snmp PDUs.

« Similar to fcpdump
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MIB Browszer - [=1m=> izn]

& Fil=: 2Seacch SNMP Options View Window Help - 8 X
SR ® Q¢ MIB Browser
-] internet(ly & # | MIB Mame = TCP-MIB
» directon(l) Cbject Label = tcpConnEntry
=[] mgmt(2) Object ID=1.36.1.2.1613.1
=-{Z7 mib-2¢1 Type = ROWY
+-(_] system(l) Access = Mo Access
+-[] interfaces(2) Status = CURRENT
+-_7 at(®) Index = tcpConnlocalAddress.tepConnblocalPort.tepConnRemAddress.tcpConnRemPant
+-_1 ipid) Description = A conceptual row of the tcpConnTable containing information about & particular current
+-[_] icmp(5) TCP connection. Each row of this table is transient, in that it ceases to exist when (or soon after) the
=7 tepid) connection makes the transition to the CLOSED state.
s {epRtodlgorithml)
= {epRtokiin{d)
= fepRtobdax(3)
» ephaConn(d) Object ID of Mext Object =13 612161315 ”
» fophotivelpens(S) Index of Mext Object = 163.22 20,16 64045 61.31.235.245 25
s fepPassiveCpensi) Subindex 1 = 163.22.20.16
»  tephtemptFails7) Subindex 2 = B4045
» fpEstabResetz() Subindex 3 = B1.31.235.245
»  fpCunEstab(d) Subindex 4 = 25
® fplnlegs(10) Value of Mext Object = 25 (Hex: 19)
m tepOutlegsill)
= fpRetransiegs(12) =3MMP Gethext Requests
-2 tepComnTable(13) Object Label = tcpCaonnRemPort
SRt o7 orinEntrrl ) Object ID=136121613145
» tepConndtate(l) Object ID of Mext Object=1.3612161315
s tepConnlocaltddress(2) Index of Mext Object = 163.22 2016 64045 155.13.48.55.25
s tepConnlocalPort(3) Subindex 1 = 163222016
»  tepComnBemndddressid) Subindex 2 = 64048
= tpComnFemPort(s) Subindex 3= 155.13.43.55
s fplnEms(14) Subindex 4 = 25
» opOutksts(15) Walue of Mext Object = 25 (Hex: 19)
+-_1 vdp(?)
-] ezpiB) <5MMP GetMext Requests
+-{7 transmission(10 Chbject Label = tcpConnRemPort
+-[7 snmpil1) Object ID=1361.21613.15
+- (7] ospf(14) Object ID of Mext Object = 1.36.1.2.16.14
+-C mmonfla) Index of Mext Object = <Mones=
+-{7 dotldBridge(lT) Walue of Mext Object = 20098 (Hex: 709)
+-1 sompDot3Rphdetiz2)
+-77 rin2@3 b ¥

Feady
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Il Table Browser

Tndex | tepConnState(l) | tepConnlocaléddress () | teplonnlocalPorti®) | topConnReméddressid) | topConnRemPort(s) |~
0.000.32771.00000 ) 0.0.00 3277 0.0.0.0 0
0.00.0.32772.00000 2 0,000 32772 0,000 0
0.00.0.32773.00.0.00 2 0.00.0 3277 0000 0
0.00.0.32774,0.0.000 2 0.0.0.0 32774 0.0.0.0 0
0.00.0.32775.00,000 2 0,000 32775 0,000 0
0.00.0.32778.00.0.00 2 0.00.0 32774 0000 0
0.00.0.32790.0.0.0.0.0 2 0.0.0.0 32750 0.0.0.0 0
0.000,0.32791,00,0.00 2 0.0.0.0 32791 00,00 0
127.00.1 5300000 2 127.00.1 53 0.0.00 0
163.22201621.101022137.19% & 163222016 21 101022137 1906
163.22.201625163.22,1931 4865 5 163222016 25 163.22.19.31 4865
163.22.20.16.53.00.0.00 2 163222016 53 0000 0
1632220168061 .120.75 14852746 7 163222016 30 6112975144 L0746
163.22.2016.8061.120.75. 14853320 7 163222016 30 61,129.75.148 53300 =
(Chject Lakel | Tye | Aress | Stats | Size | Value |
O w tepConnState(1) INTEGER. ~ ReadWiite  CURRENT 1
[ = tepConnlocaléddres,., [P ADDRE.., ReadOnly  CURRENT 0,000
[ = tepConnlocalPort(®)  INTEGER  ReadOnly  CURRENT  0.65535 O
[ = tepConnRemdddess,., P ADDRE., ReadOnly  CURRENT 0,000
(] = tepConnRemPort(s)  INTEGER  ReadOnly  CURRENT 065535 O
MIE Mame = TCP-MIE A
(Object Label = tepConnBntey
Objert ID =1.36.1.2.1.613.1 Setlndet.. selaa..
Type =ROW
Arrress = Mo Aoress
| |Stats = CURRENT
Index = tepConnLocal Addiess tepConnlocalPort tepConnRem dddess bopCor o
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E MIB-2 Yiewer (13-253)

File Window Help

- ="|Reassembly

=="| Fragment

=="| Routing

=="| Address Translation
=—"| Address Table

~7 IF Statistics

Forwarding: Mot-forwarding
Default TTL: 60 Polling: 10

-
-
]
-
=

Items VYalue Increment
InReceives: 30360137 29
InHdrErrors:

InAddrE rrors: a

ForD atagrams: 0
InUnknownProtos: 1]

InDigcards: 1]

InDelivers: 303595539

OutRequests:

OutDiscards:

OutNoH outes:

I ¢
¢

[ =T — N — % S — I — I — A — R — i TX.|

MIB-2 Viewer

PN N ALl T-~1
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‘ SMC EliteView

= EliteView
a http://www.im.ncnu.edu.tw/~ycchen/nm/EliteView.zip
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Protocol Analyzer

Data
PROTOCOL 4__b— Capture
ANALYZER Device
Raw data transferred on
Modem / WAN or LAN Link

+ Analyzes data packets on any transmission < LA
line including LAN

« Measurements made locally or remotely

* Probe (data capture device) captures data and
transfers to the protocol analyzer (no storage)

 Data link between probe and protocol analyzer
either dial-up or dedicated link or LAN

 Protocol analyzer analyzes data at all protocol levels
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RMON Probe

PROTOCOL SNMP
ANALYZER Traffic

BACKBONE
NETWORK

Communication between probe and analyzer

IS using SNMP

Data gathered and stored for an extended period
of time and analyzed later

Used for gathering traffic statistics and used for
configuration management for performance tuning

BY : ENG. Maha Jeha
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Network Monitoring with RMON
PfObe D I:'

=
I
Protocol Eg;egr:aet
Analyzer T
Ethernet LAN

0

Router
|

Backbone
Network

[ = =i
== Router Backbone
FDDI Probe Probe

E Token Ring

==r LAN

Token RiNgy . NG, Maha Jeha
Probe

l



Network Statistics

* Protocol Analyzers

« RMON Probe / Protocol analyzer

« MRTG (Multi router traffic grouper)
 Home-grown program using fcodump
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EE History: A1l (10.10.22.18)

File Polling ¥iew Controll Help

o=l [& ®B] % alt| 2] Palling done
Sample Idx Interval Start Drops Bytes Packets Broadcasts Multicasts CRCAAlgns Undersizesﬂ
34 13462 2006/5/26 00:27:58 ] 172010 823 154 14 1 —
15 18463 2006/5/26 00:28:28 1] 182564 1066 136 13
16 13464 2006/5/26 00:28:59 ] 176808 1058 147 A
37 18465 2006/8/26 00:29:29 ] 165675 History: Control Table g]
18 184EE 2006/5/26 00:23:59 1] 152614
19 18467 2006/5/26 00:30:30 ] 178769 |  Total: 48 Read Statos: Done
40 18463 2006/5/26 00:21:00 1] 182645 | ontool Table:
1 18463 2006/5/26 00:31:31 0 205430 [I]nde:u: £ [D]wner Requested Granted | Interval Status i‘
43 18471 2006/5/26 00:32:32 1] 173539 rmanikar 1800 “alid
44 15472 2006/5/26 00:33:02 0 163371 3 moritar 50 50 a0 Yalid
45 18473 2006/5/26 00:33:33 0 170133 4 manikar 50 B0 1800 “alid
46 18474 2006/5/26 00:34:02 0 166923 5 rmoritar 50 B0 20 Valid
47 18475 2006/5/26 00:34:33 0 172809 E monitor B0 B0 1800 alid
a 18476 2006/5/26 00:35:04 0 174563 7 moritar 50 50 20 Walid - hd
L] T ﬂ | » »
AH ( /S Tiew add.. | Edit. |  Delew Closs |  Hep |
L0000~ Retresh Time for Control Table... |
1 B}rtés
2000 e
# Buoadcasts
BO00F / Multicasts
CEC/Aligns
1 # Undersizes
4000 & Oversizes
# Fragments
L0000+ # Jabbers
# Collisions
0 — — — ] — — : o Lileien i
00:11:13  00:12:14  0O0:13:15  00:14:15  00:15:16  00:16:18 00:17:18 00:18:19 00:19:20 002021
<] ]

Feady IYCD‘ntml Index: 1 Interface: 1 Interval: 30 wpeed: 100 M |Owener: monitor

E DR WA mh N W . |
DI EING VA4 JCITd




Traffic Load:

Source

Host 1
Host 2
Host 3
Host 4
Host 5
Host 6
Host 7
Host 8
Host 9
Host 10

HostTopN

100 200

Giga Octets
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—[HP NetMetrix/UX: Load Monitor View — Agent cocacola. |-

Fie Helg

Data: Live

Traffic Load: | ™ e
Destination Destination 3

1578 selected LOW-CONTRIE average tatal octs
of 1578 359.752M

HetHost Qctets
nays, fsu, edu 26
t74h1B. res. gatech, ed 2G

gantanni.cc.gatech. e a0

r56h159. res. gatech. g a0
news-gxt2.gatech. edu 40
cssun.nathes. emory. e - 76
news. hom.net gc
news-ext.gatech.edu 35¢

feta-fddi.gatech. edu 380

LOw=-CONTRIE 4450

500

o QCTeTs

""‘l'.

RY . ENLG Mol Tolo
J




Traffic Load:
Conversation

Conversation
10 salpcted news-4xtoatechady <+ howland erols.nat
af 1039
HetHost! -3 NetHost? it Octital p
ngvsrext, gatech.edy <-» {TiFFs.rs.itdounl<h, 1 BR 41l
LOW-CONTRIE 4= santannt , <c, gatech.e . B )
¢pk-nigus-hubl, bbrpla ¢ ngys-gxk2. gatech. edu K 1K
newz-ext. Jatech ody (= wuep.paciFar. con L4 Bl
LOW-COWTRIB <~ LOW-CONTRIE iK K1
usanet,news.psi.iat <-» pavs-pxt, gatech. du 657 10K |
havs-avt, gatech.edu <-» navswsb.bls, con 17K B03 3L
LOH-CONTRIR - ngws-gxk.qatach, sdu 1K MK 1
fgta-Fddl. gatach, adu ¢-> atlantal-wbont bbnp 20 4 1
neys-eaL, Gatac, By ¢+ hordand, 8rgls, nee 3 BOK §

B3 K octetsset

average total octs
0416k
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‘ Protocol Distribution

nGenius: Most Active Applications, Enterprise Wide
Performance Manoger  Based On Total Volume

P s 13,2005 030 CocaiNewsPapar

Maost Active Applcations - Enterprtise Wide

Volume - Emerprise Wide

W% HTTP

B 22% NOTESTCP
Moy sarri

Mo rRTP

5% cusTOMY

M i% CITRK_WORD
B 3% NETSCOUTURL
M 3% HTTPS

nlwty Hews ed 320
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Enterprise Management

 Management of data transport
* IBM Netview, Sun Solstice, HP OpenView,
Cabletron Spectrum
« Systems management
« CA Unicenter and Tivoli TME
* Network and systems management
« Partnerships
* Telecommunications management
« TMN, Operations systems
« Service management and policy management
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NMS Components

Hardware

Operating System

Core Application Services

Common SNMP Services

Vendor Specific NMS Services



NMS Components

Report generation
Communication services

Component Service Example
Hardware Processor Sun Sparc
Monitor HP 9000
Mouse and Keyboard PC
Communications
Operating system | OS services UNIX
LINUX / FreeBSD
Solaris
MS Windows 95 /98 / NT
Core application Display OpenView
services GUI SunNet Manager
Database Solstice Enterprise Manager

MS Windows

Common SNMP
services

SNMPV1 messages
SNMPv2 messages

MIB management

Basic SNMP applications
3" party NMS API

SNMPc

OpenView Network Node Manager
Cabletron Spectrum Enterprise
Manager

IBM NetView

SunNet Manager

Solstice Enterprise Manager

Vendor-specific
NMS services

MIB management
SNMP applications
Config. management

PhySicaI enlgl{y g&Q@.%ﬁha Jeh

CiscoWorks
Transcend
Spectrum Element Manager /
, Spectrum Portable Management
Application




Multi-NMS Configuration

Vendor 1
NMS

Config

Vendor 2
NMS

——Configuration

Vendor 3
NMS

Config

uration

Managed
Network
Elements

Fault
Performance

uration
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Network Contiguration

Configure agents

Configure management systems
Community administration parameters
« Community name

 MIB view

 Trap targets

Auto-discovery : Scope
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Network Monitoring

* By polling

« By traps (notifications)

« Fallure indicated by pinging or traps

* Ping frequency optimized for network load vs.
guickness of detection

« trap messages: /inkdown, linkUp,
coldStart, warmStart, etc.

« Network topology discovered by auto-discovery
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Global View

| Msp Edit View Parormance Conhgurstion Faul Tooks Help

ot <] | 5, | [ | @

w Iq.ﬂ'rmw1
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& 4B 10216855
ilimmn

& 4B 192.220.220
Ilnnmunm'
w4 152404

a1 4% 1o

®- & 187.187.187.102
Bumurm

- 4 131.9
‘.ﬂﬁzﬂ!ﬁiﬂ

+ [E umstope
H'Ilnummlla

w48 192,168
B 1308

4 15254

o @152z

‘Waming: Applet Window BY : ENG. Maha Jeha




Domain View

BT capsie T A )
‘Map Edit Locate View Performance Configuration Fault Misc

Help

. w0 |
it o) L o
S FR = 3 .
- ~ .
[+ S L s woi

[Auto- Layout]}
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Segment View

'Map Ed!r
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Interfaces View

Map Edit Locate View Performance Confguration

: B
; Fault Misc Options : gl Help

i'—

Fi0i
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Node Discovery In a Network

Node Discovery

0 Given an IP Address with its subnet mask, find the
nodes in the same network.

Two Major Approaches:
a0 Use ICMP ECHO to query all the possible IP addresses.
a0 Use SNMP to query the ARP Cache of a node known
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Use ICMP ECHO

FEg: IP address: 163.25.147.12
Subnet mask: 255.255.255.0

All possible addresses:
0 163.25.147.1 ~ 163.25.147.254

For each of the above addresses, use ICMP ECHO
to inquire the address

If a node replies ICMP ECHO Reply), then it is

found.
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Use SNMP

Find a node which supports SNMP

0 The given node, default gateway, or router

a Or try a node arbitrarily
Query the pNetToMediaTable in MIB-11 1P group

iIpNetToMediaPhysAddress ipNetToMediaType
ipNetToMedialflndex IpNetToMediaNetAddress
1 00:80:43:5F:12:9A | 163.25.147.10 |dynamic(3)
2 00:80:51:F3:11:.DE | 163.25.147.11 |dynamic(3)
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Network Discovery

Network Discovery

0 Find the networks to be managed with their
interconnections

Given a network, find the networks which directly
connect with it.

Recall that networks are connected via routers.

Major Approach
O Use SNMP
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‘ Discovering Networks

..................... l m mO

140.112.8.0 @ 1@@“
& 163.25.147.0

S 92168.13.0) \192.168.12.
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A Network Discovery Algorithm

1. First use a node discovery algorithm to find all the nodes in
the network.

2. For each discovered node, use SNMP to query the
ipAddrTable of MIB-II IP group

IPAdENtIfIndex IpPAdENntBcastAddr
IPAJENtAddr IpAJENtNetMask

163.25.145.254 255.255.255.0 | 163.25.145.255 |...

162.25.146.254 255.255.255.0 | 163.25.146.255 |...

W N

162.25.147.254 255.255.255.0 | 163.25.147.255

o

3. Query the corresponding entries in ipRoute I able to Verl y
the above addresses
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ipRouteTable

Destination Interface Nezt Hop R?_;Ezg IIEI%I::::; Subnet Mask
0.0.0.0 173 19219245252 <— | indirect(4) netmgmt(3) 0.0.0.0
192192450 173 0.0.0.0 direct(3) local(2) 255.255.255.0
192.192.108.64 139 0.0.0.0 direct(3) local(2) 255.255.255.192
192.192.108.192 132 0.0.0.0 direct(3) local(2) 255.255.255.192
192.192.109.0 137 0.0.0.0 direct(3) local(2) 255.255.255.0
192.192.110.0 134 0.0.0.0 direct(3) local(2) 255.255.255.0
192.192.162.0 173 19219245252 <«— | indirect(4) 1ip(8) 255.255.255.0
203.71.252.0 142 0.0.0.0 direct(3) local(2) 255.255.255.192
203.71.252.64 143 0.0.0.0 direct(3) local(2) 255.255.255.192
203.771.252.128 144 0.0.0.0 direct(3) local(2) 255.255.255.192
203.771.252.192 133 0.0.0.0 direct(3) local(2) 255.255.255.192
203.71.253.0 137 192.192.109.254 <—| indirect(4) 1ip(8) 255.255.255.0
211.22.243.0 173 19219245204 <«—| indirect(4) 1ip(8) 255.255.255.0
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Commercial NMS & System Solutions

sEnterprise NMS

. Hewlett-Packard OpenView

. Sun SunNet Manager

. IBM Netview

. Cabletron Spectrum Enterprise Manager
sLow End NMS

- SNMPc
nSystem & Network Management

. Computer Associates Unicenter TNG
. Tivoli TME / Netview

. Big Brother

. Spong
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