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The Management 1ation Base (MIB)
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SNMP-Get alaaiul /alue Ao J sl

[13:22][cisco@NMS~ ]§ snmpget -v2c -c community 10.250.250.14
1.3.6.1.4.1.9.2.1.58.0

SNMPv2-SMI::enterprises.9.2.1.58.0 =INTEGER: 11
-v2c The version on SNMP in use
-¢ community The SNMP password, called a community string
10.250.250.14 The IP address of the monitored device

1.3.6.1.4.1.9.2.1.58.0 The numeric object identifier (OID) of the MIB variable

Cisco Networking Academy, U.S./Canada © 2013 Cisco Systems, Inc. All rights reserved. Cisco confidential.



SNMP v2 alac)

s Sl laay) 8 dadddl SNMP Community — String o Ole s &l

bisi ¥ Sy MIB @Y e (I Jpasll & 5l 11 & adaini - Read-only (RO) -
agh Y Caxazal ¢lld g SNMP 3 GG laall i e sill 1 andien e Wlle 5 ¢ Leale Juaaill
Jaaxill 08e) e MIB @Y saie M) J g sl & 5301 a8 aidaii - Read-write (RW) -«

Cisco Networking Academy, U.S./Canada © 2013 Cisco Systems, Inc. All rights reserved. Cisco confidential.



RO Ll ¢liy 1P v2 alac]

Rl (config)# ip access-list standard ACL PROTECTSNMP

R1 (config-std-nacl)# permit host 10.10.10.101

Rl (config-std-nacl)# exit

Rl (config) # snmp-server community VOlleyB@1ll'!! RO ACL PROTECTSNMP
Rl (config)# snmp-server location Tampa

Rl (config) # snmp-server contact Anthony Sequeira

R1 (config) # end

R1#
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R2 (config)# ip access-list standard ACL PROTECTSNMP

R2 (config-std-nacl)# permit host 10.20.20.201

R2 (config-std-nacl) # exit

R2 (config) # snmp-server community T3nnlsB@ll RW ACL PROTECTSNMP
R2 (config) # snmp-server location New York

R2 (config) # snmp-server contact John Sequeira

R2 (config) # end

R2#
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SNMPvV3
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- Message integrity: This helps ensure that a packet has not been
tampered with Iin transit

« Authentication: This helps ensure that the packet came from a
known and trusted source

« Encryption: This helps to ensure that information cannot be read if
the data is captured in transit
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Possible Security modes of SNMPv3

Level Name Keyword in snmp- Authentication Method Encryption
server Command
noAuthNoPriv | noauth Username None
authNoPriv auth Message Digest 5 (MD5) or None
Secure Hash Algorithm (SHA)
authPriv priv Message Digest 5 (MD5) or DES or DES-56
Secure Hash Algorithm (SHA)
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Syslog JL

- The logging buffer (RAM inside the router or switch)

« The console line

 The terminal lines

A syslog server
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Syslogging in the Network
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Syslog Jilbu ) daxpa

*Dec 18 17:10:15.079: %LINEPROTO-5-UPDOWN: Line
protocol on Interface FastEthernet0/0, changed state

to down

« A timestamp: *Dec 18 17:10:15.079

- The facility on the router that generated the message: %LINEPROTO
- The severity level: 5

- A mnemonic for the message:. UP/DOWN

- The description of the message: Line protocol on Interface
FastEthernet0/0, changed state to down

Cisco Networking Academy, U.S./Canada © 2013 Cisco Systems, Inc. All rights reserved. Cisco confidential. 17



Modifying System Messages

Rl(canfig}# no service timestamps

-

“(Canig}# service sequence-numbers
| (

1(confiqg) # end

1#

000011: %SYS-5-CONFIG I: Configured from console by
console

A
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System Message Severity Levels

Level Level Name

Explanation

Cisco Networking Academy, U.S./Canada

0 Emergency The system may be unusable.

1 Alert Immediate action may be required.

2 Critical A critical event took place.

3 Error The router experienced an error.

4 Warning A condition might warrant attention.

5 Notification A normal but significant condition occurred.
6 Informational | A normal event occurred.

7 Debugging The output is a result of a debug command.
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Configuring : /ing Syslog

- R1(config)#logging 192.168.1.101
- R1(config)#logging trap 4

- By default, Cisco routers and switches send log messages
for all severity levels to the console. On some 10S versions,
the device also buffers those log messages by default

*R1(config)# logging console
*R1(config)# logging buffered

- R1# show logging
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Thank you!
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