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Software Elements

* Client software
— Installed in client machines
— To handle broadcast requests
— For automatic ip acquisition
e Server software
— Installed on servers machines

— Designated to respond to client requests for ip
address

— Manage pools of ip addresses
* Relay agent software
— Dhcp client broadcasts requests onto local n w
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Software Elements

*» Relay Agent Software :

- Routers block broadcasts to outer network which means
responses from the DHCP servers must come from same

network
- DHCP relay agents intercepts IP address requests

- repackages the requests
- rebroadcasts them as unicast messages to DHCP servers
with known addresses of other network

- DHCP servers sends its reply to relay agent which in turn
forwards them to client requesting the IP address
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» Relay Agent Software :

% DHCP Legend
: Relay agent
chent /).'_\g [ 1 Broadeast request
‘ B Unicast request
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Terminology

* DHCP Databases: DHCP server uses two databases

- One database acquires |IP addresses manually and binds
them permanently to hardware addresses similar to BOOTP

- Other database contains 1 or more blocks of IP addresses

(address pools) that are dynamically assigned to clients on
FCFS basis i.e assigning on demand.

- when host no longer needs the IP address,it is released &
returned

* DHCP leases: DHCP issue a lease for a dynamic IP address that
expires at the end of lease time

» After 2 the lease time,client can renew the lease time

& A
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Terminology

* DHCP Message Format : The format is based on the format of
BOOTP messages.

8 16 24
OP Code (1) Hardware type (1) Hardware address length (1) Hops (1)
Transaction Identifier
Seconds - 2 bytes Flags ~ 2 bytes

Chent IP Address (CIADDR) - 4 bytes

Your IP Address (YIADDR) - 4 bytes

Server |P Address (SIADDR) - 4 bytes

Gateway IP Address (GIADDR) - 4 bytes
Client Hardware Address (CHADDR) - 16 bytes
Server name (SNAME) - 64 bytes
Filename - 128 bytes
DHCP Options - variable

32
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Client Initialization via DHCP

Sent on Ethernet
broadcast address

Also broadcast

Server (not selected) Client Server (selected)
DHCP DISC. DHCP DISC.
DHCPOF}:E R DHCPOFFER B
g : L Client selects
pHCP REQ, Collects % configuration;
K > in DCHP
pHCPA REQ

Initialization Complete

Graceful Shutdown

it accepts one
server’s offer
(server
identifier

DHCPRELEASE

Discard lease

option)

and implicitly
reject rest .




IP Ao Jraall J gpan Ja) ya

38 GYSIP o) sie 48 Wisbroadcast Jieal) Ju :DHCP DISCOVER : ildsiuy)
Y00 Y00 Y00 YOO iy ABDHCP addw () sic alay WP ()l sic élm Y Jraall
uaall Ol S v v e s dga gl )l siaS

Jlk p sSDHCP “leads JNDHCP DISCOVER Jeai O 2-:DHCP OFFER : )
. (watibroadcast JS& e Al

way P O sie

network mask. 4Suall &L

O MAC (Shadll o) sl

o2l Ju jDHCP a3 () gic

leludblease period Y 52

4158 sDHCP pa3e U (e sl 5 (a2l Jreal) 23iu) 20DHCP REQUEST : il
a3l o sie eaibroadeast Jwao) ik oo Alsd (el a5k (s aal o ial
ol Q) g3

o= ) b a i Lehiy ol ) 50 30 13 5 JAT s se et AIDHCP Gledde e
unavailable. zUx e



https://ar.wikipedia.org/wiki/DHCP
https://ar.wikipedia.org/w/index.php?title=Network_mask&action=edit&redlink=1
https://ar.wikipedia.org/wiki/DHCP
https://ar.wikipedia.org/w/index.php?title=Broadcast&action=edit&redlink=1

IP Ao Jraall J gpan Ja) ya

DHCP J e s 2+DHCP ACKNOWLEDGMENT : J_8Y!
ACK Js8 3 La) Juspn 4ua jo J o o3 53 p2all JIREQUEST
e g Al e o slhagll u\j.ud\ oS \J\NACK J58 a2 f
broadcast. J

J panll bh‘j 3\-\-1‘-3 u)-uj‘ )Ja-\-uDHCP DISCOVER d‘-uu‘ Azy ®
MJ 4..\.1\463.\.4 ~—\~~~ wu\wmjdmwul\c\ahé\
i aal ae Jaladl) 2%y Jial) Jla 85 dlasmy (3182 Gueedd A gladll
DHCP Troubleshooting. sUaaY) dallas

DHCP Jua¥ dea sl 4 oSport) 67 ) sl sa3l) padiny o
) oS Y eaJJ\ Gy 4% g q;.d\ PREGIY AMS\ Q\D|CQVER
e a_\.\;_dcxgéjj\cu\}\s TA 4Dl g jaadll



https://ar.wikipedia.org/wiki/DHCP_Troubleshooting

DHCP states & procedure

DHCP Address Renewal Process : When client’s lease nears its
expiration time the client must initiate the address renewal process
to maintain the acquired IP address.

Here, four states are used to renew or release an IP address which
are discussed below :

i) Bound State to Renew State : After the client’s first timer reaches
50% of its initial value, it broadcasts a DHCP Request message for a
lease renewal and moves to the renew state

ii) Renew State to Bound State : If the server approves the lease
renewal, the client moves from renew state back to the bound state
and continue using its original IP address.

®
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DHCP states & procedure

DHCP Address Renewal Process :

iii) Renew State to Initialization state : If the server disapproves the
lease renewal, the client moves from renew state to initialization
state and begin the process of acquiring new IP address

iv) Renew State to Rebind State : If the client doesn't receive a
response from the server within the first 87.5% of the lease time, it
moves to the rebind state and broadcast a DHCP request msg

v) Rebind State to Initialization State : If the client receives a
negative response from a server while in the rebind state, the client
moves to the initialization state and begins the process of acquiring
new IP address

®
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DHCP states & procedure

» DHCP Address Renewal Process :

Initialization
state
Y HCP NAK
DHCP NAK or
Lease Expires
DHCP Request or Lease
Rebind state |€ reaches 87.5% of expiration ReRe Athts
DHCP Ack
DHCP Ack
y
HCP Request or Lease
Bound state s reaches 50% of
DHCP st expiration
Release

Ve




DHCP states & procedure

DHCP Address Release Process : When client is in the bound state
and determines it no longer needs an IP address, DHCP allows the
client to release its IP address without waiting for lease time to
expire

This is known as early termination
Itis useful when there are limited no. of IP addresses available

When the client sends a DHCP release message, it leaves the bound
state and returns to the initialization state

So, now the client can request another IP address when it needs
one.
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DHCP states & procedure

* DHCP Address Release Process :

Initialization
state

DHCP
Release
Message

Bound state




DHCP Security

* DHCP is an unauthenticated protocol

¢ When connecting to a network, the user is not required to
provide credentials in order to obtain a lease

eAlso the server is also not the authenticated one

e Malicious users with physical access to the DHCP-enabled
network can start a denial-of-service attack on DHCP servers by
requesting many leases from the server, thereby reducing the
number of leases that are available to other DHCP clients




