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Security Threats
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1. Interruption(4adliall)

Information
source

Information
destination

® The system becomes unavailable or unusable.
* Attack on the Availability.
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2. Interception(u=l_se )

Information

Bad .
source ad guy Information

destination

® Unauthorized party gains access to the information.
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® Attack on the Confidentiality.r;\;)-uj‘ e p gl

* Example: unauthorized copying of files.
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3. Modification(Jyaxill)

Information Information
source Bad guy destination

® Unauthorized party alters with asset..d sV J33a uad) Cahall Jasy
* Attack on the Integrity. Al e s gl
® Examples: changing values of database, altering programs,

modify content of a message.
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Information

source Bad guy Information

destination

® Unauthorized party inserts counterteit object into the system.
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* Attack on the Authenticity. (A8 55 )5‘)‘\1\-*4\3‘ e p gl

* Examples: addition of records to a file, etc.
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