Fundamentals of Network Security
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what is network security?
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: Rationale for network security
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Goals of an information security program
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: (Jhiall 313)) Risk Management
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Network security "Threat™
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: owaill egves dropping
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: Risk management terms
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Understanding Risk




Ll Cus (e a el g1 580 1 type of attacks
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structured attacks <+
unstructured attacks <
external attacks <
internal attacks <*
passive attacks <

active attacks +*
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specific network attack

ARP Attack

Brute Force Attack
Worms

Flooding

Sniffers

Spoofing
Redirected Attacks
Tunneling Attack
Covert Channels

Ping swoeps
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stage of attack : -5l Jal

- Reconnaissance

- Scanning (addresses, ports, vulnerabilities)
- Gaining access

- Maintaining Access

- Covering Tracks
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