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Frequency of English Letters (%)

Frequency Letter Frequency  Letter Frequency Letter
3.06 C 1.54 B 8.04 A
2.30 F 12.51 E 3.99 D
7.26 | 5.49 H 1.96 G

4.14 L 0.67 K 0.16 J
7.60 @) 7.09 N 2.53 M
6.12 R 0.11 Q 2.00 P
2.71 U 9.25 T 6.54 S
0.19 X 1.92 W 0.99 \/

0.09 Z 1.73 Y



The Most Frequent English
Digrams per 200 Letters

Digram Frequency Digram  Frequency  Digram Frequency

TH 50 AT 25 ST 20
ER 40 EN 25 10 18
ON 39 ES 25 LE 18
AN 38 OF 25 IS 17
RE 36 OR 25 Oou 17
HE 33 NT 24 AR 16
IN 31 EA 22 AS 16
ED 30 Tl 22 DE 16
ND 30 10 22 RT 16
HA 26 IT 20 VE 16

Ref: http://www.fortunecity.com/skyscraper/coding/379/lessonl.htm
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The Most Frequent English
Trigrams per 200 Letters

Trigram Freq Trigram  Frequ Trigram Freq
THE 89 TIO 33 EDT 27
AND 54 FOR 33 TIS 25
THA 47 NDE 31 OFT 23
ENT 39 HAS 28 STH 21
ION 36 NCE 27 MEN 20

Ref: http://www.fortunecity.com/skyscraper/coding/379/lessonl.htm
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Monoalphabetic Cryptanalysis

« Stepl: count the occurrences of each letter in the cipher text
(calculate the frequency of the letters)
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« Step2: Match against the statistics of English
— Letters frequencies

« High: ETAONIRSH
e Medium: DLUCM

« Low: PFYWGBV

» Rare: JKQXZ

— Most frequent digrams
> Most frequent trigrams
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: Polyalphabetic Ciphers &l ) )\ss-
Vigenére Cipher

e M-={ml,m2,m3 ..}
e K ={ki, k2,k3, ... kt}
e C={cl1,c2,c3,...}
— ci = mi + ki mod 26

— The index I in ki is taken modulo t.
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* write the plaintext out
e write the keyword repeated above it
 use each key letter as a Caesar cipher key
 encrypt the corresponding plaintext letter
Example:
keyword deceptive

key: deceptivedeceptivedeceptive

plaintext: Wearediscoveredsaveyourself

ciphertext:ZICVTW VTW
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o key: deceptive deceptive deceptive

e plaintext: wearedisc overedsav eyourself
e ciphertext: ZICVTWQNG RZGVTWAVZ HCQYGLMG]
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Kasiskl Test
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: Kassiski jlas-| o Jlo o
Ciphertext:
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Index of Coincidence (IC)
:casladl jlas
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The Index of coincidence S William friedman 13 :» Lle (3l f IC
and its Applications in Cryptography(1920).

HICH olad Al Kl
2(fi * (fi-1))
N(N-1)

O>i>25:&¢>

(el jad)) slaal) al) 3 Bl e i sy sl B A )\ Ser f,
gl 3 GV s N



3o
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c(3"2)+ d(2*1)+ e(4*3)+ £(1¥0)+ h(170)+ i(3"2)+ n(3*2)+ o(2*1)+
t(170)+ x(170) = 34
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e N*(N-1)=21%20 = 420
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e IC of 34/420 = 0.0809
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b(170)+ c(170)+ £(170)+ g(170)+ i(170)+ j(2"1)+ 1(1*0)+ m(170)+
0(170) + p(170)+ q(170)+ s(3"2)+ t(170)+ v(2*1)+ w(2"1)+ z(170)
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IC of 12/420 = 0.0286
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One-Time Pad
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Transposition Czpfz ers
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