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Vulnerability:

a weakness in a system that might be exploited to cause harm.
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Source Destination



Threat

A potential for violation of security, which exists when there is a
circumstance, capability, action, or event that could breach security and

cause harm.That is, a threat is a possible danger that might exploit a
vulnerability.

- Threat can be:
Accidental (natural disasters, human error, ...)
Malicious (attackers, insider fraud, ...)
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Interruption

Information Information
source destination

e Asset becomes lost, unavailable or unusable,

e destruction of hardware, cutting communication line, disabling file
management system, etc.
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Interception

e Unauthorized party gains access to the asset

* wiretapping, unauthorized copying of files

-
Information ( Information
source . destination

e

s La 138 5 4 el e sbaal) e J geaall Jiieaal) 5 Juayal) (p Juai) 8l aaleall o
A gisall 5l pndl o asaa ga g il 3 ey s Juail) e il
.(Confidentiality)




Modification

e Unauthorized party tampers with the asset

» changing values of database, altering programs, modify content of a
message, etc.
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Fabrication

e Unauthorized party insets counterfeit object into the system

 insertion of offending messages, addition of records to a file, etc.
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Attack:

a deliberate attempt to evade security services
and violate the security policy.
> Attacks exploit vulnerabilities

» Active attacks
» Passive attacks
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Active attacks

e An active attack attempts to alter system resources or affect their

operation.
Active
attacks

Modification Interruption Fabrication

(integrity) (availability) (integrity)
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Active attacks- masquerade

Message from Darth
that appears to be
from Bob

Internet or
other comms facility

Bob
(a) Masquerade




Active attacks - reply

Capture message from
Bob to Alice: later
replay message to Alice

Internet or
other comms facility

(b) Replay



Active attacks - modification of
messege

Darth modifies
message from Bob
to Alice

Internet or
other comms facility

(¢) Modification of messages



Active attacks - denial of service

Darth disrupts service
provided by server

Internet or
other comms facility

Bob Server

(d) Denial of service




Passive attacks

o .A passive attack attempts to learn or make use of information from the
system but does not affect system resources

* Two types of passive attacks are:

_ release of message contents

_ trdffic analysis.

 Passive attacks are very difficult to detect because they do not involve any
alteration of the data.
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Passive attacks

Interception

(confidentiality)

Release of message rafﬁc analysis

contents




Read contents of
message from Bob
o Alice

Internet or
other comms facility

(a) Release of message contents



Observe pattern of
messages from Bob
o Alice

Internet or
other comms facility

Bob Alice

(b) Traffic analysis
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