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Security attack

An assault on system security to evade security objectives and
violate the security policy of the system.
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Security mechanism

A mechanism that is designed to prevent, detect, or recover
from attacks.
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Confidentiality: keeping information secret from all but those who
are authorized to see it.

Secrecy, privacy,
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Data integrity: ensuring information has not been altered by
unauthorized or unknown means
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Entity authentication: corroboration of the identity of an entity
(e.g., a person, a credit card, etc.)

Identification, identity verification
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Message authentication: corroborating the source of information;
also known as data origin authentication.
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Signature: a mean to bind information to an entity
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Non- repudiation: preventing the denial of previous commitments
or actions
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Authorization: conveyance, to another party, of official sanction to
do or to be something.
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Access : restricting access to resources to privileged
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Validation: a mean to provide timeliness of authorization to use or
manipulate information or resources.
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Certification: endorsement of information by a trusted entity.
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Receipt: acknowledgment that information has been received.
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Confirmation: acknowledgment that the service has been
delivered.
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Revocation: retraction of certification or authorization.
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Vulnerability: a weakness in a system that might be exploited to
cause harm.
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Threat: a potential danger that might exploit a
vulnerability
Threat can be:
Accidental (natural disasters, human error, ...)
Malicious (attackers, insider fraud, ...)
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Attack: a deliberate attempt to evade security services
and violate the security policy.
- Attacks exploit vulnerabilities
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THE END




